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Protecting Computers from Worms and Viruses 


Internet connectivity has been beneficial to computer users but it comes at a price, namely the problem of attacks by the myriad of computer worms and viruses found in the virtual world. 

Attacks by worms such as Blaster, Code Red, MyDoom and Netsky can be avoided by numerous ways such as using anti-virus solutions. Anti- virus solution providers are constantly challenged by the need to produce innovative and proactive technology. 
Despite the availability of anti-virus solutions, a large percentage of computer users are infected by such viruses or malware. 

Malicious malware attacks have become so rampant and unstoppable that existing security measures may not be 100 percent foolproof. 

Anti-virus solutions provider Symantec believes that the period between the vulnerability disclosure and widespread exploitation of a vulnerability of a computer system will continue to shrink from months to only days in the future. 

If such an outbreak occurs, widespread damage could occur before users are able to effectively patch their systems. 

Here are some ways to protect your computer system from a virus, worm, or other malicious software or attacks via the Internet: 

Install the latest patches and updates for one's operating system and Web browser.  

Install the latest patches for other programs and applications, especially e-mail programs. 

Avoid opening an e-mail attachment unless one is very certain of its content and the virus detection software is installed, updated and running. 

Install a personal firewall which manages all communications between the computer and the Internet and alerts attacks which are not screened by the anti-virus software. 

Avoid having your e-mail program set to automatically run attached files. 

Never run an executable file just received without first running it through an updated anti-virus program. 

If your computer is linked to a network, ensure security procedures are in place to prevent unauthorized users dropping files onto the computer. 



