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Protecting Your Child from Inappropriate Internet Content

Parents are understandably very concerned about risks to their children when they use the Internet and Eagle Communications wants to help. 
There are serious dangers online, especially when kids reveal personal information in online social environments. Many parents are also concerned about inappropriate content on the Internet. Yes, there are inappropriate images and videos out there and yes, many sites are dedicated to these. Most people realize that censoring the entire Internet for adults is not the answer. I'll examine several approaches to this issue as well. 
The Greatest Danger: Kids Disclosing Personal Information

In reality, seeing inappropriate material is not the greatest danger to kids online. The real threat comes from those who would take advantage of kids who naively reveal personal information about themselves. Rebellious preteens are especially at risk, because they may not take parental warnings seriously. Compared to the dangers that a child invites by sharing personal information online, such as their phone number or address, looking at inappropriate pictures is a relatively minor concern.
Your first concern when you allow your children to use the Internet should be educating them to keep their personal information private. Under no circumstances should your children ever give out their full name, phone number, or address on the Internet. Make sure your kids know that this applies even to their online friends -- and kids who have access to social networking sites, like LiveJournal and MySpace, will make online friends you don't know about. The same goes for kids who have unsupervised access to online chat rooms. Especially obscure, unmoderated chat rooms. 

Protecting Kids from Inappropriate Material

Still, how can we effectively keep our kids from looking at inappropriate materials? There are four approaches: adult supervision, education, and Internet filtering software. We recommend the first two whenever possible. The third is, basically, bad news -- especially for children over twelve. 

I'll look at each of these three approaches in turn. Then I'll take a brief look at issues surrounding chat software and email, suggest an additional technical step to limit the damage that children can inadvertently do to the computer, and talk about the supervision of older children. 

Adult Supervision

The first and best answer is adult supervision. All children, but especially the very young, should be supervised while browsing the Internet. Ideally, your child's computer should not be in their own bedroom, especially for very young children. 

When direct supervision isn't possible, you might consider checking out your child's browsing history. Yes, this is snooping, but as parents it is our responsibility to know what our children are up to. It's only fair to let your child know that you keep an eye on what they do on the computer, and I encourage you to do so. While they may not say so, most kids are relieved to know their parents are paying attention to their lives. 

Bear in mind, however, that older children may learn how to clear their web browsing history. You can deal with this fairly easily: the first time it happens, you'll notice that the browser history only goes back one day. If that happens, sit down with your child and let them know that clearing the browser history is not allowed. 

Educating Children About Appropriate Web Sites

Children can also be educated to understand what is appropriate and what is not, in an age-appropriate way. Make sure your kids know what is suitable for children and what is not. If your child comes to you with a question about an inappropriate web site, be sure to thank them for asking you. If your children feel comfortable asking you questions about what they have seen on the Internet, you will be able to help them avoid inappropriate content on their own. 

Internet Filtering Software

For years, software has been available to aggressively filter your child's web browsing habits. Check out getnetwise.org; this website offers pointers to some of these programs. Unfortunately, most filtering software incorrectly filters out websites that are not inappropriate. Some programs will even filter out political sites that the authors of those programs do not approve of. For this reason, I don't recommend such filtering software, especially for older children. A seventeen-year-old trying to write a report for a civics class should not be blocked from reading websites about controversial issues in the news! 

Chat Rooms and Chat Software

Don't ever let your kids use unknown online chat software without supervision. Of course, AIM (AOL Instant Messenger) or Yahoo chats with friends and family are OK -- learn the instant messaging account names of your child's friends. Let your child know that online chat requests from strangers are never welcome. 

Email Access

Kids naturally want to send email to their friends and family members. There is nothing wrong with that, but make sure your kids know to never give out their email addresses online. Collecting personal information online from kids under sixteen is illegal, but websites unfortunately have no way to be sure children are not stretching the truth about their age. 

